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Today’s Agenda 
4:00pm – 5:00pm 

 
• Defining “Cyber” 
• Exploring the Cyber Threat Actor Landscape 
• Legal Considerations for Search and Seizure 
• Overview of Computer Forensics 
• Q&A – if we don’t have time for all questions, contact me: 

– Steve.Chabinsky@CrowdStrike.com 

1 Hour Goal:  General Knowledge, Specific Resources 
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Defining “Cyber”    
and  

Exploring the Cyber Threat Actor Landscape 
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Cyber:  What is it? 

• The military is becoming 100% reliant upon vulnerable technologies to: 
– Communicate, whether internally, with government partners, or with 

the public (email, VoIP, social media, websites) 
– Store sensitive information up to the Top Secret level, as well as 

unclassified data about personnel. 
– Procuring/Delivery of products and services (think USTRANSCOM 

for starters)  
– Manufacture equipment, many of these products also contain 

computer chips (including biomedical devices) 
– Control industrial systems, including critical infrastructure 
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• Spies 
• Criminals 
• Warriors 

• Terrorists  

•  Remote Access 
•  Close Access 
•  Insider Access 
•  Supply Chain 
 

•  Confidentiality 
•  Integrity 
•  Availability 
 

WHO? WHAT? HOW? 

“Everything, 
All the time” 

Where/When? 

-the Eagles 

Exploring the Cyber Threat Actor Landscape 

of information  
and  

Technology enabled 
systems 
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Why?  If you’re the bad guy, why not?!? 

Life in the Fast Lane 
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What’s a System? It’s not just “data” 

• Industrial Control Systems 
– Stuxnet 
– Aurora Generator Test 

• Transportation 
– Hacking cars! 

• Biomedical Devices 

– Hacking insulin injection pumps! 
– VPOTUS’s Pacemaker? 
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  Victims? Private and “Closed” Classified Systems 
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• Slide Contentd 

CrowdStrike: 2013 Global Threat Report 

 
PRC actors remain the 
world’s most active and 
persistent perpetrators of 
economic espionage. 
 
But, the Russians and 
others also are in the 
economic espionage game. 
Source:  http://www.crowdstrike.com/global-threat/ 
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Organized  Cybercrime: 

Graphic by: 
 Brian Krebs 
 
Source: 
http://krebsonsecurity.com 
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Organized  Cybercrime: 

Source: 
http://krebsonsecurity.com 
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10 specializations in organized cyber crime: 

Cybercrime: Really is Organized 

1.  Coders/Programmers  
2.  Distributors/Vendors 
3.  Techies 
4.  Hackers 
5.  Fraudsters 

6.  Hosters 
7.  Cashers 
8.  Money Mules 
9.  Tellers 
10.  Leaders 
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Cyber Terrorism 

Oxford Study: compiled a 
list of 404 members of 
violent Islamist groups 
 
Engineers are strongly 
over-represented among 
graduates in violent Islamic 
groups 
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• Alleged Russian use in conflicts 
with Estonia (2007) and Georgia 
(2008) 

• Alleged North Korean DDoS 
against U.S. and South Korea 
(2009) 

• Alleged U.S. use of Stuxnet in 
nuclear enrichment standoff with 
Iran (discovered 2010) 

Cyber War? 
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Legal Considerations 
for Search and Seizure  
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USDOJ CCIPS:  The Experts  

Great Free Resources available at www.cybercrime.gov 
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Searching & Seizing Computers  

Source www.cybercrime.gov 
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Over 200 pages long (plus best Appendix ever!) 
•  Searching Without a Warrant 
•  Searching With a Warrant 
•  Preserving and Obtaining stored data from special 

3rd parties (18 USC § 2703) 
•  Electronic Communication Service 
•  Remote Computing Service 

•  Surveillance (18 USC § 3121; 18 USC §  2511) 
•  Pen Register/Trap & Trace (incl. cell-site)  
•  Full Content 

•  Evidence 
•  Authentication 
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Searching With a Warrant  

Source: www.cybercrime.gov 
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•  Search Strategy 
•  Drafting Affidavits, Applications, and Warrants 

•  Describing what is to be seized with particularity 
•  The need for imaging and off-site examination 
•  Keeping your options open for search techniques 
•  Delayed notification requirements 
•  Potential need for multiple warrants 

•  Forensic Analysis: legal aspects 
•  Two-Stage search 
•  Commingled records 
•  Use of forensic software in analysis 
•  Changing focus/Need for new warrant 
•  Time limitations 
•  Rule 41(f) Inventory 

•  Special rules:  Privacy Protection Act (journalists/authors);  
    28 CFR § 59.4(b) regulations relating to doctors, lawyers, 
    clergy. 
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Important/Sobering Thought: 

18 

Q:  Why are some federal law enforcement investigative 
authorities located in the “Crimes” part of Title 18 of the 
United States Code, rather than in the “Criminal Procedure” 
part? 

Stored Comms Act 
Wiretap Laws 
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What are Computer Crimes?  

Source: www.cybercrime.gov 
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•  Computer Fraud & Abuse Act (18 USC § 1030) 
•  Wiretap Act (18 USC § 2511)  
•  Pen/Trap (18 USC § 3121) 
•  Stored Communications (18 USC § 2701) 
•  Identity Theft (18 USC § 1028) 
•  Access Device Fraud (18 USC § 1029) 
•  Spam (18 USC § 1037) 
•  Wire Fraud (18 USC 1343) 
•  Communication Interference (18 USC § 1362) 
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• Prohibits certain activities relating to the use, production, or trafficking 
in access devices with intent to defraud: 

– -- an access device refers to any card, plate, code, account number, electronic 
serial number, mobile identification number, personal identification number, or 
other telecommunications service, equipment, or instrument identifier, or other 
means of account access that can be used, alone or in conjunction with 
another access device, to obtain money, goods, services, or any other thing of 
value, or that can be used to initiate a transfer of funds (other than a transfer 
originated solely by paper instrument) 

18 USC 1029:  Access Devices (passwords) 
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18 USC 1030: National Security Information 
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18 USC 1030: Unauthorized Access 
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18 USC 1030: USG Computers and Fraud 
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18 USC 1030: Causing Damage 
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18 USC 1030: Penalties 
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Computer Forensics 
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Forensics:  Complicated enough to start with . . . 
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DIGITAL FORENSIC
ANALYSIS METHODOLOGY

R e t u r n  O n  I n v e s t m e n t
01000100010011110100101000100000010000110100001101001001010100000101001100100000010011110111011001101001011001010010000001000011011000010111001001110010011011110110110001101100001000000110000101101110011001000010000001010100011010000110111101101101011000010111001100100000010100110110111101101110011001110010000001000100010011110100101000100000010000110100001101001001010100000101001100100000

FORENSIC 
REQUEST

PREPARATION 
/ EXTRACTION IDENTIFICATION ANALYSIS FORENSIC

REPORTING

PROCESS OVERVIEW

CASE-
LEVEL

ANALYSIS

OBTAINING & 
IMAGING 

FORENSIC DATA

(Determine when to stop this process. Typically, after enough evidence is obtained for prosecution, the value of additional forensic analysis diminishes.)

Department of Justice (DOJ)
Computer Crime and intellectual Property Section (CCIPS)

Cybercrime Lab
http://www.cybercrime.gov

(202) 514-1026

Analysis Results
Analysis Results                                                      Comments/Notes/Messages

Analysis Result List is a list of meaningful 
data that answers the who, what, when, 
where and how questions in satisfying the 
forensic request.

Sample Analysis Results:
1.     \Windows\$NtUninstallKB887472$\
10.dat
        \data\sentbox.dbx\message5.eml
        \Special Tools\stegano.exe

Use this section as needed

Sample Notes:
1. 10.dat, message5.eml 
and stegano.exe show that 
John Doe used 
steganography tool to 
hides a ten dollar image in 
10.dat at 11:03 PM 01/05/
03 and emailed it to Jane 
Doe at 11:10 PM 01/05/03.

New Data Source Leads
New Source of Data Leads                                   Comments/Notes/Messages

New Source of Data Lead List is a list of data 
that should be obtained to corroborate or 
further investigative efforts.

Sample New Source of Data Leads:

Email address: Jdoe@email.com.
Server logs from FTP server.
Subscriber information for an IP address.
Transaction logs from server.

This is self explanatory.  Use 
this section as needed.

Sample Notes:
During forensic analysis of 
subject John Doe’s hard 
drive image on credit card 
fraud, a email message 
revealed that Jane Doe 
asks John Doe for payment 
on credit card printing 
machine. 

Relevant Data
Relevant Data                                                           Comments/Notes/Messages
Relevant Data List is a list of data that is 
relevant to the forensic request.   For 
example:

If the forensic request is finding 
information relating credit card fraud, any 
credit card number, image of credit card, 
emails discussing making credit card, web 
cache that shows the date, time and 
search term used to find credit card 
number program, Etc are Relevant Data as 
evidence.  In addition, Victim information 
retrieved is also Relevant Data for purpose 
of victim notification.

Use this section as needed.

Sample Note:
Attachment in 
Outlook.pst>message05 
has a virus in it. Make 
sure an anti-virus 
software is installed 
before exporting and 
opening it.
Identified and recovered 
12 emails detailing plan 
to commit crime.

Extracted Data
Prepared / Extracted Data                                  Comments/Notes/Messages

Use this section as needed.

Sample Message:
Numerous files located 
in c:\movies directory 
have .avi extensions but 
are actually Excel 
spreadsheets.  

Prepared / Extracted Data List is a list of 
items that are prepared or extracted to allow 
identification of Data pertaining to the 
forensic request. 

Sample Prepared / Extracted Data items:

Processed hard drive image using Encase 
or FTK to allow a case agent to triage the 
contents.
Exported registry files and installed 
registry viewer to allow a forensic 
examiner to examine registry entries.
A seized database files is loaded on a 
database server ready for data mining.

Search Leads
Data Search Leads                                                  Comments/Notes/Messages

Generally this involves opening a case file in 
the tool of choice and importing forensic 
image file. This could also include recreating 
a network environment or database to mimic 
the original environment.

Sample Data Search Leads:
Identify and extract all email and deleted 
items.
Search media for evidence of child 
pornography.
Configure and load seized database for 
data mining.
Recover all deleted files and index drive 
for review by case agent/forensic 
examiner.

 Use this section as 
needed.

Sample Note:
Please notify case agent 
when forensic data 
preparation is 
completed.

No

ANALYSIS

If “New Source 
of Data Lead” 

generated, Start 
“OBTAINING & 

IMAGING 
FORENSIC DATA”.

Start 
“FORENSIC 

REPORTING” to 
Document Findings.

Is there 
data for analysis/more 

data analysis 
needed?

Yes

Start

Where
Where was it found? Where did it come from?
Does it show where relevant events took place?

How
How did it originate on the media?
How was it created, transmitted, modified and used?
Does it show how relevant events occurred?

Other Connections
Do the above artifacts and metadata suggest links to any 
other items or events?  
What other correlating or corroborating information is 
there about the item?
What did the user do with the item?

Associated Artifacts and Metadata
Registry entries.
Application/system logs.

If item or discovered 
information can 
generate new 
“Data Search 

Leads”, document 
new leads to 

“Data Search Lead 
List”.

If item or discovered 
information can generate 
“New Source of Data”, 
document new lead on 
“New Source of Data 

Lead List”. 

Mark “Relevant 
Data” item 

processed on 
“Relevant Data 

List”.

Identify any other information that is 
relevant to the forensic request.

Who/What
Who or what application created, edited, modified, sent, 
received, or caused the file to be?
Who is this item linked to and identified with?

When
When was it created, accessed, modified, received, sent, 
viewed, deleted, and launched?
Does it show when relevant events took place?
Time Analysis: What else happened on the system at 
same time?  Were registry keys modified?

If new “Data 
Search Leads” 
generated, Start 

“PREPARATION / 
EXTRACTION”.

Use timeline and/or other methods to 
document findings on “Analysis Results 

List”.

Is there 
Unprocessed data in the
“Prepared/Extracted 

Data List“?

No

Mark item processed on 
“Prepared/Extracted 

Data List“.

Yes

IDENTIFICATION

If new “Data 
Search Lead”

is generated, Start 
“PREPARATION / 

EXTRACTION”.

Start

If there is data for 
analysis, Start 
“ANALYSIS”

If “New Source of 
Data Lead” 

generated, Start 
“OBTAINING & 

IMAGING 
FORENSIC DATA“.

Document this 
item and all 

relevant meta 
data and 

attributes on 
“Relevant Data 

List”. 

Incriminating
Information 

outside 
scope 
of the 

warrant

Data 
relevant 
to the 

forensic 
request

Stop! 
Notify 

appropriate 
personnel; wait 
for instruction

If item can 
generate new 
“Data Search 

Leads”, document 
new leads to 

“Data Search 
Lead List”.

If item or discovered 
information can generate 
“New Source of Data”, 
document new lead on 
“New Source of Data 

Lead List”. 

Data NOT 
relevant 

to forensic 
request

Consider 
Advising 

Requester of 
initial findings

PREPARATION / EXTRACTION

Organize / Refine 
forensic request and 
select forensic tools.

Start 
“IDENTIFICATION”.

Is there 
more “Data 

Search Lead” for 
processing?

Yes

No

Start

Add Extracted data to 
“Prepared /Extracted 

Data List”. 

Yes.

Setup and validate forensic 
hardware and software; 

create system configuration 
as needed.

Does request 
contain sufficient 

information to start 
this process?

Integrity OK

Duplicate and verify 
integrity of 

“Forensic Data”?

Integrity 
not OK

No

Coordinate 
with 

Requester to 
Determine 
next step.

Wait for resolution.

Return 
package to 
Requester.

Mark “Data Search Lead” 
processed on “Data 
Search Lead List”.

Extract data requested

1 2 3

321

Modified and emailed img to ...

1/4/03 1/5/03

Last Updated: August 22, 2007

What 
type of 

item is it.

LISTS

Now add legal:  
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NW3C Training Approach: Break it into 4 Tiers. . . 
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NW3C Training Approach: Break it into 4 Tiers. . . 
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NW3C Training Approach: Break it into 4 Tiers. . . 
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NW3C Training Approach: Break it into 4 Tiers. . . 
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Closing Thoughts 
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Cybercrime and Cyber Forensics 

• Cybercrime is here to stay 
– Harms to confidentiality, integrity, and availability will increasingly 

impact military administrative matters, logistics, defenses, and 
warfighting functions. 

• Cyber investigations and forensics  
– Are increasingly required for internal personnel matters 
– Are increasingly required for criminal and espionage investigations 
– May be required to properly categorize and attribute acts of 

terrorism and war 
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Steve.Chabinsky@CrowdStrike.com 
 

(202) 870-1442 
 

Follow me on     : @StevenChabinsky 

Thank you for your service! 


